
Seminar: Newest Trends in High-Performance Data Analytics

Emerging Trends in Cloud Storage

Sonal Lakhotia

Institute for Computer Science / GWDG

March 2, 2023

SH

∞

https://hps.vi4io.org/

)

https://hps.vi4io.org/


Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

Table of contents

1 Introduction

2 Overview of Cloud Data Storage

3 Decentralised Cloud Storage with IPFS

4 Privacy and Security for Cloud Storage

5 Conclusion

Sonal Lakhotia 2 / 30



Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

1 Introduction

2 Overview of Cloud Data Storage

3 Decentralised Cloud Storage with IPFS

4 Privacy and Security for Cloud Storage

5 Conclusion

Sonal Lakhotia 3 / 30



Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

What is Cloud Storage?

■ Cloud storage is a model of computer data storage in which the digital data
is stored in logical pools, said to be on "the cloud".

■ Highly fault tolerant through redundancy and distribution of data

■ Highly durable through the creation of versioned copies

■ Typically eventually consistent with regard to data replicas
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Importance of Cloud Storage

■ Cost effectiveness

■ Faster deployment

■ Virtually unlimited scalability

■ Efficient data management

■ Increased agility

■ Business continuity

Sonal Lakhotia 5 / 30



Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

How does Cloud Storage Work?

■ Cloud services providers own and operate data storage capacity.

■ Cloud storage providers manage data storage aspects such as:

▶ Capacity
▶ Security
▶ Data availability
▶ Storage Servers
▶ Computing resources
▶ Network Data Delivery
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Cloud Storage Models

■ Public - Data stored in a service provider’s data centers, data can be scaled
up or down.

■ Private - used by organizations with strict security that can control their data

■ Hybrid - A hybrid cloud model comprises private and public cloud storage
models.

■ Multicloud - More than one cloud model from public or private service
providers
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Types of Cloud Storage
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File Storage

■ Stores data in a hierarchical folder and file format.

■ File storage is common in personal computing.

■ Easy to locate and retrieve individual data items.

■ Supported with a Network Attached Storage (NAS) server.

■ Examples: Amazon Elastic File System,Qumulo Core.
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Block Storage

■ It offers dedicated, low-latency storage for each host.

■ Analogous to direct-attached storage (DAS) or a storage area network
(SAN).

■ Data is stored as blocks and has its own unique identifier.

■ Example: Amazon Elastic Block Store (EBS).

Sonal Lakhotia 11 / 30



Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

Object Storage

■ Data storage architecture for large volumes unstructured data.

■ Stores data in the format it arrives in.

■ It allows metadata customization for easier data access and analyze.

■ Objects are kept in secure buckets that deliver virtually unlimited scalability.

■ Amazon S3, Oracle Cloud Storage, Microsoft Azure Storage.
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Which Storage to use?
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GoogleCloud, A map of storage options in Google Cloud
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Motivation for decentralized data storage

■ Centralized cloud storage controls internet traffic.

■ Users have less control over data.

■ Security and Privacy risks

■ Mismanagement of Data

■ Monopolisation of costs
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What is IPFS?
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How is IPFS different from Cloud?

■ Content retrieval based on what the content is, not where the content is

■ No dependency on the internet backbone

■ It is not structured on ownership and access, but possession and
participation
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Properties of IPFS

■ IPFS is a protocol.

■ IPFS is a file system.

■ IPFS is a web.

■ IPFS is modular.

■ IPFS uses crypto.

■ IPFS is peer to peer (p2p).

■ IPFS is a CDN (Content Delivery Network)

■ Does not rely on DNS (Domain Name System) or Certificate Authority
System
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Decentralization with IPFS

■ InterPlanetary File System - Strives to build a system that works across
places as disconnected or as far apart as planets.

■ Can speed up the web when far away or disconnected.

■ Makes it harder to censor content.

■ Improves humanity’s access to information

■ Persistent data storage

■ Uses Merkle DAG (Directed Acyclic Graph) to implement content addressing
and fragment downloading of files.
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Content Addressing in IPFS

■ Types of cloud storage - Click here
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Content Addressing in IPFS

■ IPFS addresses a file by content. CID (Content Identifier)

■ IPFS SHA-25 produces a 256 bit (32 byte) output, encoded with Base58
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Farmer, What’s really happening when you add a file to IPFS
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Security Threats in Cloud Storage

■ Data loss/ leakage

■ Data confidentiality

■ Accidental exposure of credentials

■ Data Location

■ Denial of Service

■ Lack of trust and dependence on cloud provider

■ Misconfigured Cloud Storage

■ Cyberattacks
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Secure File sharing in IPFS

Sonal Lakhotia 24 / 30

CoralHealth, Learn to securely share files on the blockchain
with IPFS!
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A Simple Demonstration

Figure: Adding a public key of a peer to own public keyring

Figure: Encryping the file using peer public key
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Figure: Uploading file to IPFS

Figure: Downloading the content from IPFS by peer

Sonal Lakhotia 26 / 30



Introduction Overview of Cloud Data Storage Decentralised Cloud Storage with IPFS Privacy and Security for Cloud Storage Conclusion

Figure: Decryption by peer

Figure: View File
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Summary

■ Cloud Storage enables scalability, flexibility and security

■ It provides sustainability and redundancy.

■ It has few disadvantages.

▶ Compliance
▶ Latency
▶ Control
▶ Outages

■ IPFS isn’t a magic cloud that we can freely upload all of our data.

■ Data on IPFS is currently being managed similar to centralized database
paradigms.

■ IPFS supporting infrastructure needs to be built.

■ With IPFS a decentralized and secure web is possible
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