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Abstract
The rapid growth of large language models has changed programming education. Now,
students always generate code using Artificial Intelligence (AI) tools. This shift poses new
challenges for automated assessment tools like SmartBeans, as it is crucial to differentiate
between code written by students and that generated by AI. Current detection tools, such
as GPTZero and DetectGPT, focus mainly on natural language. They often struggle in
structured programming environments like C. These tools show low recall and inconsis-
tent predictions, limiting their effectiveness in actual educational settings. To tackle this
issue, this study suggests a hybrid detection framework that merges CodeBERT semantic
representations with an XGBoost-based feature fusion model. The new method is tested
with both labeled data and large-scale real-world submissions from the SmartBeans plat-
form. The results indicate that the model achieves a recall rate of 75% and significantly
outperforms general baseline methods in both accuracy and consistency. Further analysis
over 44,258 submissions shows that the AI adoption rate has reached 20.13% since the
release of ChatGPT. This rate remains steady over time. This finding indicates that AI-
assisted programming has become common among students and marks a lasting change
in learning behavior.
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Detecting AI-Generated Code in Student Programming Learning Using Pre-trained Language Models

1 Introduction
In recent years, code generation technologies based on Large Language Models (LLMs)
have developed rapidly and are gradually becoming important tools in software develop-
ment and programming practice [Fan+23]. Systems such as ChatGPT and Claude can
automatically generate structurally complete, syntactically correct, and highly readable
code based on natural language descriptions. These models have demonstrated significant
value in multiple development stages, such as automatic generation of unit tests [JSR25],
code completion [Bav+22], error prediction, and code refactoring, thereby significantly im-
proving development efficiency. However,their impact on learning programming is more
controversial, as some studies suggest that excessive reliance on such tools may hinder
the development of fundamental problem-solving skills. With the widespread applica-
tion of these tools in actual development, students have increasingly started using these
tools in programming courses. In the teaching process, students can use LLMs to gen-
erate multiple feasible solutions in a very short time, and even directly complete course
assignments. In our course setting, the use of such tools is explicitly permitted, which
makes it possible to study their impact on student behavior. However, it is important to
note that in many other courses, the use of AI tools is restricted or actively discouraged.
While this capability provides powerful support for learning, it has also raised profound
concerns about learning effectiveness and academic integrity. If students rely excessively
on AI tools, they might lead to a lack of independent thinking and logical construction
processes, their understanding of programming knowledge may remain superficial, thus
weakening the achievement of teaching objectives [LPP23]. This problem is particularly
prominent in programming courses centered on automated assessment systems. For ex-
ample, in the SmartBeans platform used at the University of Göttingen, student code
submissions are typically evaluated by an automated grading system. And these systems
in programming courses typically evaluate submissions based on predefined test cases and
output correctness, and generally do not attempt to determine the origin of the code.
As a result, identifying whether a solution was written by a student or generated by
AI remains challenging.Traditional plagiarism detection methods, usually based on code
similarity analysis, can identify copying behavior between students, but often fail with
AI-generated code[Tay+23]. This is because AI can generate semantically equivalent but
expressively diverse code, while human-written code can also vary in structure and ex-
pression. AI-generated code can produce a large number of semantically equivalent yet
syntactically diverse solutions within a very short time, making it difficult for traditional
methods to identify at both the structural and textual levels. Therefore, distinguish-
ing between human-written code and AI-generated code has become a critical issue that
needs to be addressed in current programming education. In the context of programming
education, the primary concern is not the correctness of generated code, but its impact
on learning outcomes. In the extreme case, students may simply input assignments into
an AI system and submit the generated solution without engaging with the underlying
concepts. In such cases, meaningful learning is unlikely to occur. In this context, devel-
oping effective AI code detection methods is of great significance. However, compared to
natural language text, code has stronger structural and syntactic constraints, significantly
limiting the performance of existing text detection tools such as GPTZero in code scenar-
ios [XS24].Furthermore, many existing methods only output the probability of whether
something was generated by artificial intelligence, lacking interpretability. Therefore, in
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an educational setting, this lack of transparency raises fairness concerns, as students may
be labelled without comprehensible or explainable evidence. In recent years, some studies
have proposed using the statistical properties of language models to identify AI-generated
content. For example, the DetectGPT method [Mit+23], based on perturbation-based
analysis, proposes that AI-generated text often lies at local extrema in the model’s prob-
ability distribution, and slight perturbations significantly reduce its log probability. This
idea can be extended to the code domain, suggesting that AI-generated code may exhibit
characteristics different from human code in terms of perplexity and stability. Moreover,
the theory of code naturalness also indicates that human-written code tends to be more
irregular, while AI-generated code tends to be more consistent and standardized. Based
on the above observations, two key hypotheses can be proposed:

• AI-generated code differs significantly from human code in statistical characteristics
such as perplexity and burstiness. (Perplexity measures how predictable a piece of
code is under a language model, while burstiness captures the variability of token
usage patterns).

• AI code exhibits specific patterns in identifier naming, nested loop structures, and
redundancy. These characteristics provide an important foundation for building
automatic detection models.

Although existing research has made some progress in text detection, systematic re-
search on programming code remains relatively limited. In particular, there is still consid-
erable room for research on methods combining behavioral analysis, statistical features,
and model interpretability based on real educational platform data. Furthermore, it is
currently unclear how much students rely on AI tools in actual learning, and whether
there is a discrepancy between their self-reported behavior and actual usage. To address
these issues, this thesis systematically studies the characteristics of AI-generated code and
its detection methods based on real submission data from the SmartBeans platform. We
extract features from multiple dimensions, including code structure, naming conventions,
and statistical indicators, and construct a hybrid detection framework.

1.1 Research Questions

Based on the above methods, this thesis focuses on the following research questions:

• RQ1: In SmartBeans programming data, which features can effectively correlate
with students’ AI usage behavior?

• RQ2: Compared with human-written code, does AI-generated code show significant
differences in statistical features?

• RQ3: How has the usage of AI tools within the SmartBeans platform evolved?

• RQ4: How well do machine learning models perform in detecting AI-generated code?

1.2 Contributions

The main contributions of this thesis are as follows: First, we systematically analyzed
the multidimensional feature differences between AI-generated code and human code in
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a real-world educational data environment. Second, we explored a detection framework
integrating statistical features and deep learning representations, and provided evidence
supporting interpretability. Third, by tracking data from the SmartBeans platform over
several years, the study revealed the evolving patterns in students’ AI usage behavior,
providing data support for universities to formulate academic integrity policies and op-
timize programming curriculum design. The code source at https://gitlab.gwdg.de/
zhuohang.yu/ai-test.git.

2 Background and Foundations
2.1 Large Language Models for Code Generation

Large Language Models (LLMs) may suggest that the most significant developments in
AI and Natural Language Processing (NLP) have emerged from this particular class of
models. Moreover, the findings could indicate that these models, trained on significant
amounts of text data, demonstrate that understanding, generating, and processing human
language appears achievable at scale. Furthermore, early results, such as [Bro+20], may
suggest that models like GPT-3 could demonstrate the capacity to support tasks such as
translation, summarization, and code generation. In light of the evidence, the key results
might indicate that these models appear to acquire grammar, meaning, and general pro-
gramming patterns without task-specific training. Most modern LLMs are based on the
Transformer architecture proposed by [VRW23]. The Transformer uses a self-attention
mechanism which allows the model to capture long-distance relationships in a sequence.
This ability is very important for both natural language and programming languages be-
cause context affects meaning. For example, in programming, variable definitions and
function calls may appear far apart in the code. LLMs work in an autoregressive way,
which, given an input prompt, they predict the next token based on previous tokens. In
this way, they generate code step by step. In addition, studies such as [Kap+20] show
that Transformer models scale well. They can handle billions of parameters and achieve
strong performance in many tasks. Although the evidence might suggest that LLMs orig-
inated from natural language tasks, it seems clear these models are now widely used in
programming. The results may indicate that training on large datasets containing both
code and text allows for learning syntax, semantics, and common coding patterns. Fur-
thermore, this has led to the creation of specialized models like CodeBERT [Fen+20],
CodeT5 [Wan+21], PolyCoder [Fen+20], and PaLMCoder [Cho+22], suggesting that un-
derstanding and generating code can be done at a higher level. The findings show these
models are built to better handle code-related tasks. They may indicate that pre-training
and fine-tuning can help them work across many software engineering tasks. In practice,
LLMs can assist with various activities, including code completion, function generation,
error detection, and automatic documentation. Tools such as ChatGPT and GitHub
Copilot have made these features available to developers. Consequently, programming
supported by AI is becoming more common. LLMs are now an essential part of modern
software development. [Jia+26]. However, LLMs do have limitations. First, they depend
on statistical patterns from their training data and do not understand problems as hu-
mans do. Because of this, the code they generate may seem right but can lack logical
clarity. Second, LLMs can create incorrect, biased, or unsafe code, raising concerns about
reliability and security. Additionally, training these models needs a lot of computational
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resources, which raises both costs and environmental impact.
In summary, LLMs have strong capabilities in natural language and code generation,

changing how software is created. However, they rely on learned patterns instead of real
reasoning, creating a significant difference between AI-generated code and human-written
code. This distinction is crucial for the analysis and detection methods discussed in this
thesis.

2.2 Characteristics of AI-Generated Code

AI-generated code is distinct from human-written code in several ways. Since AI mod-
els learn from vast datasets, their output frequently follows fixed patterns, resulting in
consistent structure and format. Research indicates that AI-generated code is usually
more concise and tends to utilize standard coding patterns and general-purpose func-
tions. [CIL25]. Regarding structure and complexity, AI-generated code is often simpler
than human code. It generally has fewer Lines of Codes (LoCs) and fewer tokens, re-
sulting in lower lexical diversity. [CIL25]. While this gives the code a clean appearance,
human-written code often contains more complex logic. For example, it may feature
higher cyclomatic complexity and deeper nesting, reflecting how humans solve problems
step by step. In contrast, AI often provides more straightforward and shallower solu-
tions.[ENS24]. There are also differences in code quality. AI-generated code may contain
common issues, such as unused variables or parameters. It may also include debugging
statements like ‘System.out.println()‘ or ‘printStackTrace()‘ [CIL25]. Some software met-
rics show similar patterns in both AI and human code. For instance, longer code is
often linked to specific errors, like issues with local variables. Loop complexity can also
lead to poor conditional structures. [PSS24]. Moreover, AI-generated code is not always
consistent; even with the same input, the output may vary. It might generate correct
code in one instance and incorrect code in another.[Bus23]. AI developers and human
developers also differ in coding style and meaning. AI-generated code often uses simple,
generic variable names. In contrast, human developers typically choose more specific and
meaningful names.[Bul+24]. Comments show differences as well. AI-generated comments
usually provide basic function descriptions, while human-written comments often include
more details, such as design ideas or explanations.

In conclusion, AI-generated code and human-written code differ in structure, com-
plexity, quality, security, and style. These differences create a valuable foundation for
detection methods. By combining statistical features like token distribution with struc-
tural features such as complexity and defects, it is possible to develop models that can
determine whether code is AI-generated or human-written.

2.3 Detection of AI-Generated Code

From a methodological perspective, existing AI-generated code detection methods can be
broadly categorized into three types: statistical-based methods, pre-trained representation-
based methods, and perturbation-based methods. These methods differ in the types of
information they utilize and their fundamental assumptions.

2.3.1 Statistical-based Detection

Statistical-based methods rely on the "Code Naturalness" hypothesis: although program-
ming languages are human-defined, human-written code exhibits extremely high repeata-
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bility and statistical predictability. These methods assume that AI-generated code tends
to concentrate probability mass on more predictable token sequences, resulting in lower
variance in token-level probabilities compared to human-written code. Two core metrics
are Perplexity and Burstiness:

• Perplexity (PPL): Measures the certainty with which a language model predicts a
given sequence of lemmas. For a code word sequence W = (w1, w2, ..., wN) of length N ,
its perplexity calculation formula is:

PP (W ) = N

⌜⃓⃓⎷ N∏︂
i=1

1

P (wi|w1, ..., wi−1)
(1)

Since LLMs are trained to model the probability distribution of token sequences by maxi-
mizing the likelihood of next-token predictions, the generated code often lies in relatively
high-probability regions of this distribution. As a result, it tends to exhibit lower per-
plexity compared to human-written code. Perplexity is most effective when the evaluated
sequence aligns with the model’s training distribution; however, it becomes less reliable
when the input is truncated or lacks sufficient context. For example, removing the be-
ginning of a sequence typically increases perplexity, as the model has less contextual
information to condition on.

• Burstiness: Reflects the dynamic changes in perplexity within the sequence. Human
code, due to irregular logical transitions, diverse commenting habits, and non-standard
naming styles, often exhibits extremely high perplexity fluctuations in local areas; while
AI-generated code has a smoother and more uniform distribution [XS24]. The main
advantage of this type of method is its extremely high computational efficiency and the
fact that it does not require complex syntax parsing for specific programming languages,
making it suitable for large-scale real-time monitoring scenarios on platforms such as
SmartBeans.

2.3.2 Pre-trained Representation-based Detection

Pre-trained representation-based methods utilize deep learning models to extract deep
semantic features from code. Models like CodeBERT [Fen+20] capture the structure and
meaning of code. They do this by pre-training on large codebases using Masked Language
Modeling (MLM). First, they encode code snippets into high-dimensional embeddings.
These vectors reflect the logical flow and purpose of the code, beyond just word frequen-
cies. The semantic representations are then used with classifiers, such as XG Boost, to
determine the boundaries between AI and human code for classification. This approach
has more expressive power compared to purely statistical methods. It can identify AI
code that has been slightly altered, but it requires more computing power and labeled
data.

2.3.3 Perturbation-based Detection

Perturbation-based methods, such as DetectGPT [Mit+23], use the probability curvature
of language models. This means there is no need to train another classifier. The main
idea is that AI-generated code tends to stay close to a local maximum in the model’s
log probability distribution. When small changes are made to AI-generated code, like
renaming variables or adjusting formatting, the log probability usually drops sharply. In
contrast, human code is not ideally placed in the probability space, and its probability
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changes with small alterations are less predictable and fluctuate more. This method works
very well in “zero-shot” situations and can generalize effectively to different model versions
and unknown question types.

2.3.4 Threshold Calibration and False Positive Rate Control

In programming education, the fairness of detection methods is important. However, the
impact of false positives depends on how detection results are used. In our setting, the
detection outcomes are not directly used for punitive measures, but rather as indicators
to support further analysis. Therefore, the detection model cannot depend solely on a
standard classification threshold. Threshold calibration is essential to control the trade-off
between false positives and false negatives. By examining a reference set of human-written
code, such as submissions from a period before the widespread adoption of LLMs, a
conservative decision threshold can be established to limit the False Positive Rate (FPR).

2.4 Evaluation Metrics

To fairly assess the AI code-detection model’s effectiveness, we used several standard
machine-learning evaluation metrics. These metrics not only measure the model’s overall
classification ability but also help balance accuracy with the risk of misclassification in
educational settings.

• Accuracy: Accuracy measures the proportion of correctly predicted data across all
samples.

• Recall also known as True Positive Rate (TPR) is defined as TP
TP+FN

. In academic
integrity detection, recall reflects the model’s ability to capture AI-generated code;
that is, what percentage of all actual AI-generated submissions are successfully
detected.

• Receiver Operating Characteristic (ROC) Curve: The ROC curve plots the rela-
tionship between the TPR and the FPR by continuously adjusting the classification
threshold. This curve visually illustrates the performance trade-offs of the model at
different levels of strictness. For the SmartBeans platform, the ideal model should
maximize TPR while maintaining an extremely low FPR.

• Area Under the Curve (AUC): AUC is the area under the ROC curve, ranging
from 0 to 1. AUC provides a composite performance metric independent of specific
thresholds: the closer the AUC value is to 1, the stronger the model’s ability to
distinguish between human-written code and AI-generated code; an AUC of 0.5
indicates that the model’s performance is equivalent to random guessing.

3 Related Work
3.1 Statistical Detection and Code Naturalness

Early academic research on the statistical properties of source code laid the theoreti-
cal foundation for AI code detection.[Hin+16]proposed the famous "Code Naturalness"
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hypothesis, pointing out that programming languages, like natural languages, are sta-
tistically highly predictable and repeatable. Through analysis using modern statistical
methods, such as n-gram probabilistic language models, they found that source code is
actually more regular and has extremely low cross-entropy than natural languages like
English. This observation allows probabilistic language models to be directly applied to
the code domain, and metrics such as perplexity or cross-entropy can be used to quantify
the predictability of code and its "probability distribution". Therefore, statistical de-
tection methods assume that AI-generated code is more predictable than human-written
code because it is generated based on the learned probability distributions of massive
amounts of code [LK24]. In the field of AI detection, existing research mainly focuses
on using probabilistic metrics from model outputs to distinguish between machine and
human creations:

• Application of Perplexity: Perplexity measures the confidence of a language model
in predicting a sample sequence[LK24]. Many studies have pointed out that because
LLMs are optimized on massive codebases, the generated code tends to select word
combinations with the highest statistical probability. Therefore, AI-generated code
usually exhibits lower perplexity than human code. In contrast, when programming
or expressing themselves, humans often write code snippets with higher complexity
and perplexity to balance semantic clarity, logical integrity, and personal habits.

• Identification of Burstiness: In addition to overall probability, researchers have be-
gun to focus on local fluctuations in probability. When solving complex program-
ming logic, humans often exhibit extremely high perplexity in certain key lines, such
as complex nested loops or non-intuitive algorithm implementations; this fluctua-
tion is called "burstiness." In contrast, AI-generated code is smoother and more
predictable throughout [XS24].

• Perturbation Sensitivity: Recent research has expanded the application of statistical
detection by analyzing how small perturbations affect the probability distribution
of code. The basic idea is that AI-generated code often resides near local maxima
of the model’s likelihood function, making it more sensitive to perturbations. This
observation has inspired a series of perturbation-based detection methods, such as
DetectGPT and its variants [Mit+23].

• Limitations of Existing General-Purpose Tools: While commonly used tools like
GPTZero and DetectGPT have achieved success in natural language detection, their
generalization ability in the code domain is extremely poor [Suh+24]. Due to the
unique syntax and writing style of source code, which are drastically different from
natural language, these plain text detectors generally have low accuracy in recogniz-
ing AI code [Kha+23]. Furthermore, even detectors specifically fine-tuned for code,
such as CodeBERT-based GPTSniffer [Ngu+24] exhibit concerning generalization
ability when faced with highly optimized code generated from different program-
ming languages, from Java to Python or C++, or different LLMs like Gemini Pro,
GPT-4, etc., often resulting in a significantly higher false positive rate [Suh+24].

However, despite the advantages of statistical methods such as perplexity—no need for
large-scale labeled data, strong interpretability, and good generalization ability across
large models—their limitations in practical applications are becoming increasingly appar-
ent:
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• Language dependence and the impact of abstraction level: The effectiveness of
statistical detection is significantly affected by the characteristics of the program-
ming language. A large-scale empirical study by [Xu+25] shows that the perplexity
method performs exceptionally well in low-level languages, such as C/C++, which
AUC exceeding 90%, but performs poorly in high-level languages, such as Python
and Ruby, with AUCs of only around 64% and 73%, respectively. This is because
languages like C/C++ require developers to manually implement many low-level de-
tails, such as memory management, pointers, array slicing, etc., resulting in strong
individual coding styles that significantly increase the difficulty for AI to imitate
them completely. Python, on the other hand, has rich built-in libraries and ex-
tremely concise coding conventions, making human code and AI code statistically
highly similar, increasing the difficulty of differentiation.

• Sensitivity to Length and Scale: Statistical metrics are highly unstable when pro-
cessing short code snippets. The study by[Xu+25] confirmed that when processing
code longer than 50 lines (Large-scale), the AUC for perplexity detection can reach
87.81%, but when the code is shorter than 20 lines (Small-scale), the accuracy drops
sharply to 69.75%. This is because perplexity calculation is highly dependent on the
context. In short code, the first few terms often generate extremely high perplexity
due to a lack of sufficient contextual clues. This early extreme fluctuation severely
interferes with the average perplexity calculation of the entire short code, leading
to confusion between human and AI code scores.

• Bottleneck in Detection Efficiency: Although simple perplexity calculation is theo-
retically efficient, the best-performing statistical detection methods, such as NPR,
DetectCodeGPT, etc. often rely on a "micro-perturbation" strategy, i.e., performing
multiple mask replacements or rearrangements on the original code and recalculating
the comparison differences. Evaluations by [Suh+24] and [Xu+25] show that this
perturbation-based detection method is extremely time-consuming. For example,
DetectGPT may take more than 100 to 150 seconds to process a single sample, and
even the optimized DetectCodeGPT takes about 10 to 15 seconds. This high com-
putational cost is completely unacceptable for the real-time (Just-in-time) detection
requirements in programming competitions, exams, or large-scale code reviews.

• Lack of Semantic Structural: Information Pure statistical detection mainly cap-
tures surface-level token distribution features, completely failing to integrate the
deep logical intent and syntactic structure of the code. As LLM-generated code
becomes increasingly closer to human semantic logic, single probability metrics are
insufficient. [Suh+24] proposed that extracting and combining the Abstract Syntax
Tree (AST) structural information of the code would significantly improve detec-
tion performance. Their experiments demonstrated that using a pre-trained model
to extract the AST and generate deep semantic embeddings (AST Embeddings),
then inputting them into a machine learning model, achieved an average F1 score of
82.55 (AUC nearly 90%), significantly surpassing existing pure text statistical and
perplexity detection tools. [Hin+16]have also pointed out that extending the simple
n-gram model to the syntactic and semantic levels can more accurately capture the
deep rules of the code.
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3.2 Deep Learning-based Representation and Classification

Deep learning-based methods have become the mainstream approach for detecting AI-
generated code because they can capture semantic and contextual information. These
methods typically rely on pre-trained models based on the Transformer architecture to
encode source code into high-dimensional vector representations, often called code em-
beddings[KVT24; Suh+24]. These embeddings can then be used as input to downstream
classifiers, like logistic regression, support vector machines, or tree-based models to dis-
tinguish between AI-generated code and human-written code. CodeBERT is one of the
most widely used models in this field [Fen+20]. As a bimodal model, CodeBERT com-
bines multiple pre-training objectives and is trained on large-scale corpora of natural and
programming languages. In addition to masked MLM, CodeBERT also employs Replaced
Token Detection (RTD), which requires the model to distinguish between original lexical
terms and plausible substitution lexical terms generated by a small generator network.
Compared to traditional BERT-style objectives, this mechanism enables models to bet-
ter capture subtle semantic inconsistencies and logical correctness, making it particularly
suitable for structured data such as source code. Therefore, CodeBERT is able to learn
meaningful relationships between natural language descriptions and code sequences at
both syntactic and semantic levels. In practical applications, the embedding vectors
generated by such models are often combined with traditional machine learning classi-
fiers. Recent research [Che+21] has shown that combining deep learning-based feature
extraction with gradient boosting decision trees, such as XGBoost can achieve greater ro-
bustness than fully end-to-end neural network models, especially when dealing with small
or imbalanced datasets. This hybrid approach leverages the representational power of
deep models while maintaining the flexibility and interpretability of classic classifiers. To
further improve representation quality, subsequent models incorporate richer structural
information. For example, GraphCodeBERT [Guo+24] extends CodeBERT by integrat-
ing a data flow graph during the pre-training phase. It no longer treats code as a simple
sequence of labeled data but explicitly models dependencies between variables and cap-
tures “value-source” relationships. This allows models to gain a deeper understanding of
program semantics and often results in higher performance than purely statistical meth-
ods. While deep learning-based methods are effective, they also face several significant
limitations. First, they require large amounts of labeled data for training and fine-tuning,
which is often difficult to obtain, especially for niche programming languages or specific
domains [Kum+26]. Furthermore, these models are often treated as black boxes, making
it difficult to explain why a particular code sample is classified as AI-generated. This
lack of interpretability is particularly pronounced in sensitive domains such as education,
where decisions must be transparent and fair [MRA25]. Finally, these methods are suscep-
tible to domain transfer. Models trained on specific datasets, e.g., Python code generated
by certain LLMs, often experience significant performance degradation when applied to
unseen programming languages, domains, or next-generation models, such as Gemini or
GPT-4. [Ore+26].

3.3 Zero-shot Detection and Perturbation-based Methods

Compared to supervised methods, zero-shot and perturbation-based methods offer an
efficient alternative for detecting AI-generated code without requiring labeled training
data [Mit+23]. These methods do not require training a separate classifier; instead, they
directly utilize the probability distribution of a pre-trained language model, particularly
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its sensitivity to small changes in input [Su+23]. DetectGPT is a foundational work in
this field, based on the observation that machine-generated content tends to lie near local
maxima of the model’s log-probability function [Mit+23]. To achieve this, DetectGPT
applies a small perturbation, typically using a masked language model(e.g., T5) to a given
sequence and measures the resulting change in log probability. Empirical results show that
AI-generated samples typically exhibit a significant decrease in probability after pertur-
bation, while human-written content shows more stable and less directional changes. This
principle has been extended to the source code domain. However, due to the strict syn-
tactic and semantic constraints of programming languages, simple perturbation strategies
such as random lexical substitution can easily compromise code correctness [Liu+24a].
Therefore, more conservative perturbation strategies, such as inserting spaces or modify-
ing formatting, are employed for specific code variants like DetectCodeGPT[Shi+24] to
induce measurable probability changes while preserving the program’s semantics. These
methods retain the key advantage of zero-shot detection and can be generalized to different
tasks without labeled datasets [Xu+25]. To address the high computational cost of re-
peated perturbations, several improvements have been proposed [Bao+24]. For example,
Fast-DetectGPT[Bao+24] introduces the concept of conditional probability curvature, re-
placing explicit perturbations with lexical-level sampling in a single forward propagation,
thereby improving efficiency by several orders of magnitude. Similarly, the DetectLLM
[Su+23] series of methods explores alternative metrics such as the log-rank ratio. In par-
ticular, the Normalized Perturbation Log-Rank (NPR) metric significantly reduces the
number of perturbations required while maintaining competitive detection performance.
Despite these advances, perturbation-based methods still face several significant chal-
lenges in code detection. First, they are highly sensitive to semantic constraints. Even
minor lexical-level modifications can alter program logic, introduce noise, and thus affect
probability estimation [Liu+24a]. Second, these methods heavily rely on the underlying
language model. When the generative model is unknown or significantly different from
the detection model, performance can degrade dramatically due to distribution shifts
[Su+23]. Third, even with efficiency improvements, the computational demands remain
high for large-scale or real-time applications, such as educational platforms with ongoing
code submissions[Xu+25]. Recent research has tried to address these issues by introducing
more controllable perturbation strategies. For instance, frameworks like PECOLA sug-
gest selective perturbation mechanisms that alter non-critical components while keeping
important lexical terms intact. This approach reduces noise while maintaining meaning-
ful structural changes. Additionally, hybrid methods that combine perturbation signals
with representation learning or contrastive learning have shown promise in improving
robustness under limited supervision [Liu+24b].

In summary, perturbation-based methods provide a solid and data-efficient way to
detect AI-generated code. However, their reliance on probabilistic signals and their sensi-
tivity to structural constraints limit their effectiveness in complex coding situations. This
has led to the development of hybrid methods that incorporate statistical, structural, and
learned representations.

3.4 AI Governance and Empirical Studies in Educational Con-
texts

The rapid rise of generative AI tools in programming and computer science education
raises concerns about academic integrity and learning outcomes. Recent empirical studies
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show that students are increasingly turning to tools like ChatGPT and GitHub Copi-
lot for help with programming tasks, debugging, and even creating complete solutions.
While these tools can greatly increase task completion rates and learning efficiency, es-
pecially with techniques like problem decomposition, they also introduce a major issue
known as the “Assistance Dilemma.” First identified by [KA07], this dilemma highlights
the challenge of providing useful guidance while avoiding the risk of students becoming
passively dependent on these tools [PCS24]. In reality, students often use AI systems as
shortcuts rather than as aids to learning, blurring the lines between legitimate help and
academic dishonesty [PCP25]. Empirical research also shows that while many students
use AI tools, the distribution is uneven. Less skilled students tend to depend more on
AI-generated code to understand complex algorithms and complete graded assignments
[PCS24]. Meanwhile, there are noticeable differences between students and educators
regarding their knowledge, attitudes, and perceptions of AI. A cross-dimensional study
by [Kam+24] indicates that students generally view AI systems as additional “personal
tutors,” while educators express significant concerns. Specifically, 78.6% of the teachers
surveyed believe AI will promote plagiarism, 61.4% think it will hinder critical thinking,
and over 74% worry that AI will weaken traditional assessment methods. Additionally,
many educators feel unprepared; over 63% reported their institutions lack the necessary
resources, training, and support to effectively incorporate AI into their teaching practices.
To tackle these challenges, the governance framework for AI in education is undergoing sig-
nificant changes. Recent research has introduced the “Living GenAI Governance Model,”
which focuses on coordinated regulation across multiple layers. This includes overarching
regulatory frameworks, like the General Data Protection Regulation, institutional poli-
cies, AI literacy training, and responsible use by students and educators[PCP25; GC25].
At the university level, schools are encouraged to revamp their assessment methods, mov-
ing away from merely testing knowledge retention to evaluating higher-order skills such
as critical thinking, analytical ability, and collaboration between humans and machines
[Spi+23]. Furthermore, the use of AI systems raises significant questions about data pri-
vacy, algorithmic bias, and digital equity. AI models depend on extensive student data,
which creates compliance challenges and risks worsening existing educational inequalities
[LZ25]. Institutions in resource-limited settings may struggle to access this technology,
widening the digital divide. Additionally, the use of opaque “black box” AI systems for
assessment and detection raises serious concerns about false positives and fairness, es-
pecially when evaluating student performance [GC25]. Recent research emphasizes the
need for transparency and open data in AI governance. [Nia+24] argue that responsibly
using open data can improve understanding and clarify the relationship between complex
AI systems and stakeholders. Research also shows that trust in AI systems is crucial
for successfully implementing AI-driven educational policies. Sustainable governance can
only be achieved when students, educators, and institutions view these systems as trans-
parent and fair. Importantly, these governance and empirical issues drive the need for
trustworthy and interpretable AI-generated code detection systems. In large educational
platforms like SmartBeans, detection tools must not only be highly accurate but also
ensure transparency, scalability, and fairness. This underscores the need for methods
that can balance statistical reliability, computational efficiency, and interpretability in
real-world educational environments.
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4 Methodology
This chapter introduces the overall methodology and experimental design of this study.
This research primarily addresses several common problems, including overly simplistic
feature sets, unstable models, and a lack of real-world validation. To solve these problems,
we propose a method that uses multiple features together and statistically adjusts the re-
sults. The entire process includes data processing, feature extraction, model building and
optimization, and method comparison and time analysis. These steps are interconnected
to form a complete research process. This process can both explain the principles and
be applied in practice. Compared to some studies that use only small-scale or simulated
data, this study uses data from a real teaching platform. Therefore, the conclusions are
closer to reality and have greater practical significance.

4.1 Data Collection and Pre-processing

This study establishes a multi-layered data system to support model training, performance
evaluation, and deployment testing in real-world scenarios. The data primarily comes from
two sources: manually labeled data and real-world platform data. The labelled dataset
contains 160 code samples, including 60 C programs generated by ChatGPT and 100
student code submissions from the SmartBeans platform. This dataset is mainly used for
model training and classification performance evaluation. The AI-generated samples were
constructed based on real programming tasks extracted from student submissions such
as taskid 43 and taskid 60. For each task, a standardized prompt describing the original
assignment requirements was provided to ChatGPT to generate multiple solutions. To
increase diversity and better simulate realistic coding behavior, different prompting strate-
gies were used to produce solutions with varying coding styles, more structured vs. more
concise implementations. All generated code samples were manually reviewed and tested
in a C programming environment to ensure syntactic correctness and functional validity.
Only solutions that produced the expected outputs were retained. The generated sam-
ples were then formatted to match the SmartBeans dataset structure, ensuring consistency
with student submission data. It should be noted that while student-submitted code is
considered human-written, its authenticity cannot be completely guaranteed; AI-assisted
generation cannot be ruled out. Therefore, this portion of the data may contain label noise
to some extent. However, this uncertainty reflects real-world educational scenarios, mak-
ing the dataset more representative of practical applications. Prior research suggests that
moderate label noise may improve model robustness under real-world conditions. There-
fore, this thesis treats these samples as approximate representations of human-written
code and further evaluates model stability using large-scale unlabeled data. To further
mitigate the impact of this unquantifiable noise, we deliberately employed XGBoost, a
tree-based ensemble method known for its inherent robustness to mislabeled instances
compared to highly parameterized neural networks. In terms of data processing, we first
clean up duplicates. The final version for each student in each task is selected from all sub-
missions. This removes intermediate code from the debugging process, making the data
closer to the students’ final results. There are a total of 44,258 code submission. Next,
the data is divided into two phases based on time. One phase, before November 2022, is
considered the "pre-AI phase," where code is believed to be manually written and used to
calibrate the model’s misclassification rate. The other phase, after June 2024, is consid-
ered the "post-AI phase," used to observe changes following the widespread adoption of
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AI. This time division is similar to a natural experiment, dividing data into "before" and
"after" parts and comparing the differences to analyze the impact of AI on programming
behavior.

Figure 1: Research Framework for AI-generated Code Detection and Evolution Analysis

4.2 Feature Engineering

To more clearly distinguish between AI code and human code, this study designed a multi-
dimensional feature extraction method. All features were automatically extracted by the
AICodeAnalyzer tool and converted into structured data. All features were divided into
two categories: statistical features and structural and stylistic features. These two feature
categories are used together to describe the code from both the "probabilistic patterns"
and "code structure" perspectives.

4.2.1 Code structure and style characteristics

This study uses the CodeBERT model as the foundational tool to calculate the proba-
bilistic information of code. Compared to traditional models, CodeBERT learns two tasks
simultaneously during training: mask prediction and substitution detection. Therefore,
it has a more accurate understanding of code structure and is better suited for program
analysis. Based on this, several metrics are extracted to measure whether the code is
"natural." Perplexity represents the difficulty the model faces in predicting the code.
Given a sequence of length N and a code sequence W = (w1, w2, . . . , wN), the perplexity
is calculated as follows:

PP (W ) = exp

(︄
− 1

N

N∑︂
i=1

lnP (wi | w1, . . . , wi−1)

)︄
(2)

This value can be interpreted as “whether the model finds this code easy to guess.” AI-
generated code tends to select high-probability words, thus resulting in lower perplexity,
resembling a very standard, unsurprising sentence. The Average Token Probability is the
probability that each word appears. The higher this value, the more conventional the
code is, and the more it resembles a “template-based expression”. Mean entropy is used
to represent the uncertainty of prediction; its value measures the degree of variation in
code. Lower entropy indicates more stable code and greater predictability. Burstiness
represents the degree of fluctuation in probability changes; this value can be seen as the
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"magnitude of fluctuation." Human code exhibits significant changes at key points, like a
sudden shift in expression during writing, while AI code shows less variation, resembling
a smooth curve. According to existing research[Hin+16], code is statistically similar to
natural language. AI code often conforms too closely to this pattern, thus exhibiting an
"overly neat" characteristic, as if written using a template.

4.2.2 Statistical Validation and Feature Selection

In addition to probabilistic features, this study also extracted a set of structural and
stylistic features to reflect programming habits and the overall form of the code. Code
length, average line length, and line length variation were used together to describe code
size. These metrics reflect code neatness. AI-generated code is generally more regular,
like a well-formatted article, while human code is more like a casually jotted-down note.
Comment ratio indicates the number of comments. Experiments show that AI code
typically contains more standardised comments, like a well-written instruction manual.
Identifier entropy measures the diversity of variable names. Human developers are freer
and have a more personal style when naming things, while AI tends to use common
names, resulting in more repetition. N-gram repetition rate is used to detect duplicate
segments. A high repetition rate indicates that the code is more likely to have been copied
or generated from a template. These features are used together, like observing code from
both "appearance" and "style" perspectives.

4.3 Statistical Validation of Features

Before constructing the classification model, this study rigorously validated the 10 ex-
tracted features to determine their actual effectiveness in distinguishing between human
and AI code. Since code feature distributions are typically non-normal, we used the
Mann-Whitney U test to compare the two classes of samples, setting the significance level
atα = 0.05. At the same time, Cohen’s d coefficient was introduced to quantify the effect
size, measuring the actual impact of feature differences.

4.3.1 Statistical Tests of Feature Differences

Statistical tests show that some features exhibit significant differences between the two
classes of samples. For example, perplexity and average token probability demonstrate
strong discriminative power, reflecting differences in the probability distribution of lan-
guage models from different source code sources. Furthermore, some structural features
(such as code length and comment ratio) also show some degree of difference. Meanwhile,
some features did not show significant differences. For example, the statistical test result
for burstiness did not reach the significance level, indicating that this feature has relatively
limited discriminative power in the current task.

4.3.2 Feature Filtering

Not all features possess good discriminative power. For example, the statistical test result
for burstiness is:

p = 0.845 > 0.05

This indicates that this feature does not show a significant difference between AI and
human code. This phenomenon reflects the special nature of programming languages: in
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(a) Distribution of PPL: Student vs AI. (b) Three Features Comparison.

Figure 2: Statistical Validation and Feature Selection.

environments with strong syntactic constraints, such as C, the code structure is highly
standardized, and the variation of lexical probabilities is limited by language rules, thus
weakening the discriminative power of the "expressive fluctuation" feature. In the model,

Figure 3: Feature Comparison: Student vs AI.

this study does not directly remove these features, but retains them in the feature matrix
and automatically adjusts their weights using XGBoost’s feature selection capabilities. In
this way, low-contribution features are naturally weakened during training, ensuring that
the model focuses on truly discriminative features.

4.4 Model Construction and Optimization

This study employs a stepwise construction approach, evolving the model from a simple
to a complex form, and uses comparative results to illustrate the importance of multiple
features. The model is initially set up as a single-feature form and then expanded into a
multi-feature fusion form. This process helps determine the role of different features in
real-world teaching environments.

4.4.1 Baseline: Perplexity Threshold Classifier

In the initial stage, a threshold classification model based on perplexity is constructed
and used as a benchmark for comparison with subsequent models. This model classifies
samples by setting different thresholds. Specifically, it iterates over thresholds within a
preset range and selects a suitable threshold as the final classification criterion based on
validation results. This process can be understood as adjusting the classification boundary
to achieve preliminary differentiation between samples of different categories. Since this
model relies on only a single statistical feature, its structure is relatively simple, facilitating
an intuitive observation of the role of perplexity in distinguishing different source codes.
Simultaneously, this model also provides a reference baseline for subsequent multi-feature
models, used to evaluate the improvement effect brought about by feature fusion.
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4.4.2 Proposed: XGBoost Ensemble

To address the aforementioned issues, we constructed a multi-feature model using the
XGBoost algorithm. During the data processing phase, the 10 features extracted in Sec-
tion 4.2 were input into the model. These features contain both statistical and structural
information. Before training, all features were standardized, a step that eliminates the
influence of different units, thus making the model’s learning more stable. In terms of
model setup, the XGBClassifier operator was used, with 100 iterative decision trees and
a maximum depth (max_depth) of 5. This non-linear structure can capture complex re-
lationships between features, such as strong AI signals when "low perplexity" and "high
annotation ratio" coexist.The model outputs the probability value of a sample belonging
to AI-generated code, and classification is achieved by setting a threshold. The relevant
thresholds are determined through a validation process to adapt to the needs of different
application scenarios. This multi-feature model provides the core experimental object for
subsequent performance evaluation and method comparison.

4.4.3 Algorithm selection criteria

This study chose a combination of XGBoost and CodeBERT features, based on two con-
siderations: Firstly, stability. Tree models are easier to train and less prone to overfitting
in small datasets or with imbalanced data. Existing research [Che+21] has also yielded
similar conclusions. Secondly, interpretability. Through the SHAP method, the impact
of each feature on the result can be calculated, meaning the model’s judgment process
can be interpreted. Figure 4 show that perplexity and average entropy have the greatest
impact on the results, indicating that the model primarily relies on these two key features
for judgment. This "interpretable result" is crucial in educational settings, just as grad-
ing standards need to be made public, ensuring a fairer and more transparent judgment
process.

Figure 4: Feature Importance

4.5 Comparative Methods

To evaluate the effectiveness of the proposed method, this study selects three repre-
sentative detection approaches for comparative analysis, namely GPTZero, DetectGPT,
and the CodeBERT-based multi-feature fusion model proposed in this thesis. All three
methods are tested under the same data conditions to ensure the comparability of the
results. The comparison design consists of two parts. First, experiments are conducted
on labeled data to evaluate the classification performance of each method. This dataset
includes 60 AI-generated code samples (the generation process has been described in Sec-
tion 4.1) and 5000 student submissions collected from the SmartBeans platform before
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November 2022. Since the number of human-written samples is significantly larger than
that of AI-generated samples, the human data is down-sampled by randomly selecting
300 samples, resulting in a class ratio of approximately 1:5, thereby alleviating the class
imbalance problem. In the labeled data experiment, the manually constructed and vali-
dated AI-generated code samples, together with real student code, are used as input for
all three methods. On this basis, class weights are further applied to balance the data
distribution, and 5-fold cross-validation is used to evaluate learning-based methods. This
part of the experiment aims to measure the overall performance of different methods in
distinguishing AI-generated code from human-written code. The evaluation metrics in-
clude accuracy, precision, recall, F1-score, and AUC-ROC. Second, a consistency analysis
is conducted on large-scale real-world data extracted from the SmartBeans platform to
examine the stability of each method in practical scenarios. This dataset contains 44,257
student submissions. Since no ground-truth labels are available, this part does not directly
evaluate classification accuracy, but instead analyzes the detection results from multiple
perspectives. In the large-scale data analysis, a five-dimensional analysis framework is
adopted, including: (1) the distribution of predicted AI proportions across methods, (2)
sample-level consistency between methods, (3) the distribution characteristics of predic-
tion confidence, (4) the relationship between code features and detection results, and (5)
the identification of high-risk samples. To improve experimental efficiency, 1,500 sam-
ples are randomly selected each time, and the experiment is repeated three times, with
the final results reported as the average across runs. At the same time, the framework
supports extension to the full dataset for comprehensive analysis. Through this compar-
ative design, this thesis provides a consistent framework for analyzing results, allowing
for a systematic comparison of performance differences between standard text detection
methods and specialized code detection methods in programming contexts.

Figure 5: Model Comparison

4.6 Model Calibration and Deployment

To ensure the robustness and feasibility of the detection model in a real teaching envi-
ronment SmartBeans platform, we introduced a calibration and deployment process after
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model training. In programming education scenarios, misclassifying student-generated
code can lead to academic controversy, therefore, controlling false positives is essential.
We utilize the "Pre-AI Era" dataset (5,000 historical submissions before the release of
ChatGPT on November 1, 2022, referred to as Subset A) as a calibration benchmark.
This data is considered entirely human-written because AI tools were not yet available
or widely used at that time. Therefore, this dataset can serve as a reference standard for
"purely human code." Specifically, this dataset is input into the model for prediction, and
the changes in model output are observed under different threshold settings to select a
threshold that meets the preset false positive control objective. The core of this process is
to adjust the classification boundary so that the model maintains its detection capabilities
while reducing the risk of misclassifying normal student code. In terms of classification
strategy, we introduced a three-classification mechanism, dividing the model output into
three categories: "AI-generated," "human-written," and "unknown." The "unknown" cat-
egory is used to identify samples with confidence levels in the middle range, thus avoiding
forced judgments by the model when evidence is insufficient. This mechanism provides a
buffer for model decision-making to some extent and supports subsequent manual review.
After calibration, the model is deployed to a large-scale real-world dataset, and uniform
feature extraction and batch prediction are performed on all code samples. This process
extends the model from the experimental environment to real-world application scenarios,
providing a data foundation for subsequent results analysis and behavioral research. Fur-
thermore, the model’s inference efficiency is evaluated during deployment to ensure stable
operation under large-scale data conditions. The overall process embodies a complete
closed-loop design from model training to practical application.

4.7 Detection Analysis and Temporal Trends

To further understand the application performance of the model in real-world scenarios
from a data perspective and to analyze the changing trends of AI-generated code over
time, we constructed two analysis modules: one is a code style comparison analysis based
on multi-dimensional features, and the other is a behavioral trend analysis framework
based on time series.

4.7.1 AI code feature representation in the post-ChatGPT era

To examine the fundamental differences in programming style between AI-generated code
and student-created code, this study conducted a systematic multidimensional feature
comparison analysis on 5,000 recent samples from June 2024 onwards. During data pro-
cessing, only samples explicitly predicted as "AI" and "Human" were retained, while the
"Unknown" category was excluded to improve the reliability of the statistical results. In
feature design, 16 dimensions were extracted, covering aspects such as code size, comment
behavior, identifier usage, and structural complexity. Specifically, these included: char-
acter count, The extracted features include line count, comment ratio, English comment
hints, identifier quantity and diversity, and naming style (snake_case vs. camelCase),
and control flow and nesting depth. In terms of analysis methodology, the mean and
median were calculated for both AI and Human samples, and the top features with the
greatest differences were selected for focused comparison to identify the most discrimi-
native patterns. In addition, we also combined sample-level analysis methods to further
observe the high-confidence prediction results, in order to help understand the model’s
performance under different code modes.
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4.7.2 ChatGPT adoption rate trend analysis before and after release

In the final stage of the study, we further analyzed the changing trends in student AI
usage over time. To explore whether the proportion of AI-generated content in student
code significantly increased after the release of ChatGPT. To this end, this study con-
structed a time-series-based statistical analysis framework. First, 44,258 code submission
records were correlated with model prediction results and aggregated by month (YYYY-
MM) based on timestamps. For each month, the following indicators were statistically
analyzed: total number of samples, number predicted as AI, AI prediction rate (AI per-
centage), and average AI probability. This allows us to observe the changing trends in AI
usage over time. In defining key time points, we used the ChatGPT release as a signifi-
cant dividing point, categorizing the data into a "pre-AI phase" and a "post-AI phase,"
and compares the data distribution between the two phases. Furthermore, to enhance
analytical precision, finer-grained time divisions are conducted within the post-AI phase
to observe the dynamic evolution of trends. Statistically, non-parametric tests (such as
the Mann–Whitney U test) are employed to compare the data distribution across dif-
ferent time phases, and effect size indices are used to assess the actual impact of these
differences. Through this analytical framework, this thesis provides a systematic method
for time trend analysis in the subsequent results section, enabling a more comprehen-
sive assessment of the potential impact of AI tool adoption on students’ programming
behavior.

5 Results and Analysis
5.1 Model Performance Evaluation

In the final experimental phase, we systematically evaluated the proposed multi-feature
fusion model using a dataset of 160 manually labeled code samples, as described in Sec-
tion 4.1. The dataset includes both AI-generated code and student submissions from the
SmartBeans platform. While some degree of label noise may exist due to potential AI-
assisted student work, the dataset reflects realistic conditions in programming education.
The proposed model was compared with a single-feature baseline model constructed from
platform data to assess its effectiveness. Experimental results show that the XGBoost
fusion model significantly outperforms the baseline model in all core metrics, demonstrat-
ing stronger discriminative ability and higher practical application value. Specifically, the
model achieves an accuracy of 85.62%, a precision of 83.64%, and an AUC of 0.9004 on
the test set, demonstrating excellent classification performance and probabilistic discrim-
ination ability. Table 1 summarizes the comparison results of the two methods. Table 1
summarizes the comparison results of the two methods.
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Table 1: Performance Comparison between Baseline and XGBoost Fusion Model

Metric Baseline (PPL) XGBoost Fusion Delta (Gain)

Accuracy 61.25% 85.62% +39.8%
Precision 49.11% 83.64% +34.5%
FPR* 57.00% 9.00% −42.0%
AUC 0.7325 0.9004 +22.9%
* FPR: False Positive Rate (Critical Improvement).

(a) ROC: PPL (b) CM: PPL

(c) ROC: XGBoost (d) CM: XGBoost

Figure 6: Model Performance Evaluation: Comparison between PPL Baseline (top) and
XGBoost Fusion Model (bottom).

As the table shows, while the single-feature model based on perplexity exhibits high
recall, its FPR is over 51%, demonstrating significant "oversensitivity." This means that
although the model can capture most AI code, it will incorrectly label a large amount
of student-generated code, which is unacceptable in real-world teaching scenarios. In
contrast, the multi-feature fusion model maintains high detection capability while sig-
nificantly reducing the risk of misclassification. In particular, the FPR decreased from
approximately 51% to 9%, a decisive improvement. The ROC curves show that the fusion
model maintains a high ROC and a low FPR across different thresholds. The curves
are generally close to the upper left corner, indicating good discriminative ability and
stability. Further analysis of the confusion matrix reveals that the model successfully
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controls the misclassification rate at a low level, with approximately 91% of samples cor-
rectly classified and only about 9% misclassified. This performance demonstrates the
model’s strong generalization ability in complex scenarios. From an application perspec-
tive, the significant improvement in precision 83.64% has important ethical implications.
In educational settings, misclassifying student code as AI-generated can lead to academic
integrity controversies. Therefore, reducing false positives is more crucial than simply in-
creasing recall. The model in this study achieves a good balance in this regard, ensuring
detection capability while minimizing false negatives for students. From a methodological
perspective, this performance improvement primarily stems from the synergistic effect of
multi-dimensional features. Unlike a single perplexity metric, the fusion model can simul-
taneously capture both statistical and structural features of the code. For example, when
low perplexity is accompanied by features such as high comment ratios and standardized
naming styles, the model can more accurately identify AI-generated patterns; conversely,
it is less likely to misclassify student code that is anomalous in only a single dimension.

In conclusion, experimental results demonstrate that the multi-feature fusion method
effectively overcomes the limitations of single-feature models, achieving a good balance
between detection capability and false positive control, laying the foundation for large-
scale applications in the future

5.2 Three Model Comparative

This section presents the experimental results based on the comparative design described
in section 4.5 The analysis focuses on three aspects, including detection performance on
labeled samples, prediction distribution on real platform data, and consistency between
different methods. First, we examine the detection performance on labeled samples. The
results show clear differences between the three methods. GPTZero achieves an accuracy
of 84.44%, but its recall is only 8.33%. This means that most AI-generated code is not
detected and is instead classified as human-written. Its AUC is 0.4976, which is close
to random performance. This result shows that GPTZero is highly conservative and
only identifies AI code when the signal is extremely strong. DetectGPT shows a different
pattern. Its recall increases to 26.67%, which means it can detect more AI-generated code
than GPTZero. However, its accuracy drops to 64.72%, and the F1 score remains low at
0.1975. This indicates that while DetectGPT improves detection ability, it also produces
more false positives. In other words, it tends to misclassify some human-written code as
AI-generated. In contrast, the proposed CodeBERT fusion model performs well across
all metrics. The accuracy reaches 91.39%, and the recall increases significantly to 75%.
The AUC is 0.9462, which shows a strong ability to distinguish between AI-generated and
human-written code. These results demonstrate that a model designed for code features
can better capture both structural patterns and semantic information.
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Figure 7: Performance Comparison of AI Code Detection Models on Labeled Dataset

Second, we analyze the prediction distribution on real platform data. When applied
to 4,500 code submissions from the SmartBeans platform, the three methods produce
very different AI prediction rates. GPTZero identifies only 1.40% of the code as AI-
generated. This extremely low value reflects its strong tendency to miss AI-generated
content. DetectGPT predicts 38.47% of the code as AI-generated. This high value sug-
gests that many human-written codes may be incorrectly flagged as AI. The CodeBERT
fusion model provides a more balanced result. Its AI prediction rate is moderate and
consistent with its performance on labeled data. This indicates that the model can of-
fer more reliable estimates when applied to real-world student submissions. Finally, we

Figure 8: Prediction Confidence Distribution Across Three Models

examine the consistency between methods. The agreement rate between GPTZero and
DetectGPT is 60.67%. This means that in a large number of cases, the two methods
produce different predictions. Such inconsistency shows that general text-based detectors
are not stable when applied to programming data. In addition, a considerable number of
samples are classified as uncertain, which indicates that many code submissions fall into
a gray area where clear decisions are difficult.

Overall, the results show that general text detection methods have clear limitations
in the code domain. GPTZero tends to miss most AI-generated code, while DetectGPT
tends to over-predict AI and introduce more errors. In contrast, the CodeBERT fusion
model achieves a better balance between detection ability and error control. It also shows
stronger stability and is more suitable for real educational scenarios.

5.3 Cross-Model Consistency Analysis

To evaluate our model’s performance, we compared the XGBoost multi-feature fusion
model with two common AI detection tools, GPTZero and DetectGPT. The experiments
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tested the model’s ability to identify AI-generated code and addressed the issue of mis-
classifying student-generated code. We used the "Pre-AI Era" dataset, which contains
5,000 pieces of code collected before ChatGPT’s release on November 1, 2022. This code
is entirely human-written. We input this code into our model and predicted it one by
one, trying different thresholds to find a point where the false positive rate stayed be-
low 5%. The experiments showed that at an appropriate threshold, the model could
keep the false positive rate around 5%. For instance, when using DetectGPT for calibra-
tion and setting the threshold at 0.9989, 247 pieces of code were misclassified, making
up 4.94% of the total, which met our goal. To account for prediction uncertainty, we
introduce a three-category classification scheme: "AI-generated," "human-written," and
"unknown." The "unknown" category includes samples with intermediate scores that do
not meet high-confidence criteria. The results indicate that 64.16% of the samples fall
into the "unknown" category, while 30.90% are classified as human-written and 4.94% as
AI-generated. This distribution suggests that a substantial portion of the data cannot
be confidently classified. Such behavior is particularly evident in short code snippets
or samples with less distinctive features and is primarily due to the internal constraint
"too_few_words_for_perturbation," which limits its applicability to short inputs. Un-
der the default threshold (0.7), DetectGPT exhibits an extremely high false positive rate
of 97.15%, misclassifying the majority of well-structured student code as AI-generated.
To address this issue, we calibrated the decision threshold and identified a more con-
servative setting that reduces the FPR to approximately 5%. In comparison, GPTZero
labels 1,903 samples (38.06%) as "unknown," achieving a higher effective coverage rate of
61.94%. Among the samples that can be processed, the false positive rate under the de-
fault threshold (50.0) is only 1.74%, corresponding to 54 misclassified cases. These results
suggest that perplexity-based approaches are generally more robust than perturbation-
based methods when applied to short or structurally simple code.

(a) XGBoost fusion model performance
metrics

(b) FPR calibration matrix based on Subset
A

Figure 9: Multi-feature fusion model: CodeBERT + XGBoost

After completing the full-scale deployment, this study further analyzes 5,000 recent
submissions collected after June 2024. Scheme 2 is applied to conduct a cross-model
consistency analysis. The predictions of GPTZero and DetectGPT are compared directly,
and this process helps reveal the limitations of general-purpose detection methods in real
teaching environments. The consistency matrix shows that the two methods often disagree
with each other. Only 13 samples (0.3%) are jointly classified as AI by both models. This
number is very small, which means that without domain-specific design, general detectors
can only identify a very limited set of high-risk AI code, and even this part has very low
overlap. At the same time, clear conflicts can be observed. A total of 361 samples (7.2%)
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are classified differently by the two models, where one predicts AI and the other predicts
human. Among these cases, 254 samples are labeled as AI by DetectGPT but human by
GPTZero. This pattern shows that DetectGPT is more sensitive, while GPTZero is more
conservative. The two models follow different decision tendencies, which leads to unstable
results. In contrast, 1,855 samples (37.1%) are consistently classified as human by both
models. This indicates that the two methods are more aligned when identifying negative
samples, and they tend to default to “human” when the signal is not strong enough. A
more important observation comes from the “Unknown”-related results. In total, 2,771
samples (55.4%) involve at least one “Unknown” prediction. DetectGPT alone marks 1,474
samples (29.5%) as uncertain, and GPTZero shows a similar trend. This means that more
than half of the code falls into a gray area where the models cannot give a clear decision.
This result highlights the importance of the three-class buffering mechanism proposed in
this study. In real scenarios, many code samples are short or follow very standard syntax,
so their features are not strong enough to support a confident prediction. If a strict binary
classification is forced, it may lead to incorrect judgments and even academic disputes.
By introducing an “Unknown” category and passing these cases to human review, the
system becomes more cautious and better aligned with fairness in educational evaluation.
Overall, the consistency matrix in Scheme 2 shows that general detection models lack

Figure 10: scheme2 post 2024 consistency matrix

stability and agreement when applied to code data. These models do not fully capture
structural and semantic features, such as comment patterns or identifier entropy, which
are important in programming tasks. As a result, their predictions are often inconsistent
in complex real-world scenarios. In comparison, domain-specific models designed for code
can provide more reliable and stable results, especially in environments with strict syntax
constraints such as the C programming language.

5.4 Temporal Adoption Trends

This section analyzes the usage trend of AI-generated code from a temporal perspective
based on 44,250 valid submissions after data cleaning. The analysis focuses on monthly
adoption patterns and only includes months with at least 100 samples. In total, 31 months
are used to ensure that the results are stable and reliable. The results show that the AI
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usage rate changes clearly over time. In the early stage, the usage level is relatively low.
For example, in December 2021, the AI prediction rate is 7.69% with a sample size of 416.
This represents one of the lowest stable points in the dataset and indicates that most code
submissions were written by students themselves. After the release of ChatGPT, the trend
begins to increase. Some early months show extreme values, such as October 2022 with
an AI rate of 47.37%, but the sample size in that month is only 19. Such results are not
reliable and are not used as the main reference. When focusing on months with sufficient
data, the upward trend becomes clearer and more stable. In the later stage, the AI usage
rate continues to rise and reaches a relatively high level. The highest value appears in
March 2025, with an AI rate of 28.41% and a sample size of 3,168. Compared with the
early stage, this shows a clear increase and confirms that AI-generated code has become
more common in student submissions. From an overall perspective, the trend can be
divided into three stages. In the first stage, from 2021 to early 2022, the AI rate remains
low and stable, generally below 10%. In the second stage, from late 2022 to 2023, the
AI usage rate increases quickly as AI tools become widely available. In the third stage,
from 2024 to 2025, the AI usage rate stabilizes at a higher level, around 25% to 28%,
and forms a plateau. This plateau is an important signal. It shows that AI is no longer
a new tool, but has become part of regular programming practice. At the same time,
the stable trend suggests that students are using AI in a more controlled way, such as for
debugging, completing code, or generating ideas, instead of relying on it completely. From
an educational perspective, this trend reflects a clear shift. The key question is no longer
whether students use AI, but how they use it. As AI becomes part of everyday learning,
teaching methods and evaluation strategies need to adjust to this change. To further

Figure 11: 2022-2024 ChatGPT adoption rate trend

understand the impact of LLM on programming education, we analyzed the data after the
release of ChatGPT. The cutoff point is set at November 2022. In this period, the dataset
includes 36,234 valid submissions across 37 months. Among these submissions, 7,295 are
predicted as AI-generated, and the overall AI prediction rate is 20.13%. This means that
about one out of every five code submissions shows clear signs of AI involvement. This
value can be seen as a stable reference level for current student behavior. The level of
AI usage can be further examined through risk categories provided by the CodeBERT
fusion model. Most submissions still belong to the low-risk group, which means they are
likely written by students. However, the medium-risk and high-risk groups show clear
changes over time. The medium-risk group includes code with partial AI characteristics,
while the high-risk group includes code that is highly similar to AI-generated outputs. In
several months during 2024 and 2025, the proportion of high-risk submissions increases
and reaches more than 10% of all monthly submissions. This is an important signal. It
shows that some students are not only using AI for simple help, but are relying on it to
generate large parts of their code. These submissions often follow consistent structure,
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regular patterns, and typical styles of language models. When compared with the period
before AI tools became widely available, this 20.13% level shows a clear shift. AI is no
longer a rare or occasional tool. It has become part of normal programming practice
for many students. This change reflects both the efficiency of AI tools and their strong
influence on learning behavior.

Figure 12: Longitudinal Trend of AI Reliance Risk Post-ChatGPT

5.5 Characteristic Profiling

Based on sample data from the post-ChatGPT phase, we constructed a 16-dimensional
feature space to systematically characterize the features of AI-generated code. Experi-
ments revealed that code labeled as AI by the model exhibits the following significant
characteristics:

• Scale and Completeness: AI code is typically longer than student code, an average
increase of 306.75 characters and 15.19 non-empty lines, indicating a greater ten-
dency to generate structurally complete and logically closed code snippets rather
than partial implementations.

• Comment Standardization: AI code has significantly more lines of comments than
human code, an average increase of 5.20 lines, and the probability of using English
comments is increased by 14.6%, demonstrating a style closer to standard technical
documentation.

• Structural Complexity: AI-generated code exhibits deeper nested structures like
maximum bracket depth increases by 0.24 and contains more control flow keywords
such as if, for, while, etc., an average increase of 1.79, reflecting a more systematic
logical organization.

• Naming Consistency: AI code exhibits higher consistency in identifier naming, e.g.,
uniformly using the snake_case style, but its lexical diversity is relatively low,
tending to reuse generic variable names. In contrast, student code displays stronger
individual characteristics and irregularities.

• Task-Specific Distribution and Reliance: The adoption of AI tools is not uniform
across the curriculum. Figure 13(c) presents the AI detection rate and "Unknown"
classification rate ranked across various programming tasks. Certain assignments,
such as Task 78 and Task 401, exhibit AI detection rates exceeding 40%, indicat-
ing a high degree of student reliance. These tasks often involve classic algorithmic
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problems where LLMs have seen numerous similar implementations during train-
ing. Tasks like 410 and 417 show a high "Unknown" rate. This is primarily at-
tributed to the short length of the required solutions, which limits the effectiveness
of perturbation-based detection DetectGPT due to insufficient word counts for sta-
tistical significance.

Furthermore, to enhance the interpretability of the analysis, the study further extracted
high-confidence AI samples for qualitative analysis, generating sample-level feature matri-
ces and summary statistical reports. These results validate, from a data perspective, the
systematic differences in style and structure among AI code. These features collectively
constitute a "statistical profile" of the AI code, providing important basis for subsequent
model judgment.

(a) Relative differences in mean features. (b) Key code feature distributions.

(c) AI detection rate ranking across various tasks.

Figure 13: Comprehensive Analysis of AI Code Features and Detection Rates.

5.6 Example: Human vs. AI

To more intuitively demonstrate the difference between AI-generated code and human-
written code, this article selects a typical case for analysis. In this case, AI and human
code solved the same Josephus problem. This task was selected because it is commonly
used in introductory programming exercises and allows for multiple valid implementa-
tions, making it suitable for comparing different coding styles. Moreover, the variation in
solution structures makes potential differences between human-written and AI-generated
code more observable.characteristics. The AI-generated solution exhibits a consistent and
standardized coding style. It strictly adheres to naming conventions like snake_case, has
a clear structure, complete logic, and almost no unnecessary comments or debugging
traces. Loops, variables, and conditional statements in the code are all well-ordered, and
each operation is closely related to the core logic.

In contrast, the human-written solution shows greater variability in both structure and
presentation. The code includes extended comments, such as a detailed problem descrip-
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tion in German, as well as traces of intermediate development, including commented-out
debugging statements such as printf. Variable naming is less consistent, and the imple-
mentation reflects a more iterative development process.

This case clearly demonstrates the stylistic differences between the two: AI-generated
code tends to be decontextualized and logically pure, like a sophisticated test-taking ma-
chine; human code, on the other hand, is full of personalized touches, including the context
of the question and debugging notes, like a hand-carved work of art. This comparison
not only verifies the model’s ability to distinguish between AI and human code but also
helps educators understand the diversity of students’ coding styles, providing a reference
for teaching management and academic integrity assessment.

Figure 11: Comparison of AI-generated and human-written code samples
(excerpt).

To illustrate the differences between AI-generated and human-written code, we present
representative excerpts from student submissions of the Josephus problem.

Listings 1 and 2 show the comparison between AI-generated and human-written im-
plementations for the same logic.

1 // excerpt
2 while (i<n)
3 {
4 j=0;
5 while (j<k)
6 {
7 if (ind==n-1)
8 {
9 ind=-1;

10 }
11 ind++;
12 if(initial[ind]!=0)
13 {
14 j++;
15 }
16 }
17 initial[ind]=0;
18 joseph[ind]=i+1;
19

20 i++;
21 }

Listing 1: AI-generated code
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1 // excerpt
2 //iterate over array
3 while(r<=n){
4

5 for(int i=0; i<n; i++){
6 if(init[i]!=-1){j++;} //increase count j only if element at i isn't removed (flag -1)
7 if(j==k){ //k-th element reached
8 init[i] = -1; //flag for removed element
9 res[i] = r;

10 r++; //increase number of rounds
11 j = 0; //set iter var to 0
12 }
13 }
14

15 /*
16 printf("r:%d\n", r);
17 printf("init:");
18 for(int i=0; i<n; i++){printf("%d ",init[i]);}
19 printf("\n");
20 printf("res: ");
21 for(int i=0; i<n; i++){printf("%d ",res[i]);}
22 printf("\n");
23 */
24 }
25 }

Listing 2: Human-written code

The AI-generated code tends to use more deeply nested control structures and explicit
index manipulation, while the human-written code adopts a more compact loop structure
and includes additional comments to explain the logic. These differences are consistent
with the observed patterns in structural complexity and code readability. The full versions
of both code samples are provided in Appendix 1.

5.7 summary

This section shows the benefits of the proposed XGBoost multi-feature fusion model in
AI code detection through extensive experiments. Overall, the model performs very well
in metrics like accuracy, precision, and AUC. It successfully keeps the false positive rate
around 9%, demonstrating both accuracy and strength in real-world teaching settings.
Comparative experiments with other models reveal that general text detection models
have major drawbacks in the code domain. In contrast, specialized models that focus
on code features show clear advantages in recognition rate, false positive control, and
inference speed. Additionally, time-trend analysis indicates a notable rise in the number of
students using AI-generated code since ChatGPT was released. This trend has stabilized
at a high level, showing that AI has become a regular tool for students in programming.
Feature analysis and case studies highlight clear differences between AI code and human
code in terms of structure, annotation, variable naming, and logical organization. This
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information offers measurable support for teaching management and academic integrity
assessments.

In conclusion, the experimental results in this section not only confirm the effectiveness
of the model but also provide useful data and methods for educational practice, setting a
strong basis for further discussions and applications.

6 Conclusion and Future Work
6.1 Research Summary

This study examines the impact of large language models on programming education and
proposes a practical framework for detecting AI-generated code. The method combines
CodeBERT semantic representations with an XGBoost classifier to capture both struc-
tural and semantic features of C programs. Experimental results show that the proposed
multi-feature fusion model performs better than general-purpose text detection methods
such as GPTZero and DetectGPT. On real-world data from the SmartBeans platform, the
model achieves a recall rate of 75% while keeping the false positive rate at a reasonable
level. In addition, the longitudinal analysis of large-scale submissions shows that the AI
usage rate has stabilized at about 20.13% after the release of ChatGPT. This result in-
dicates that AI-assisted programming is no longer occasional, but has become a common
part of student practice.

6.2 Threats to Validity

Although the study provides consistent empirical results, several limitations should be
noted.

Internal Validity: The labeled dataset used for training contains only 160 samples,
which may limit the stability of the model. To reduce this risk, 5-fold cross-validation
and regularization are applied during training. Another issue is that the "human-written"
samples may include unknown AI assistance. This type of label noise cannot be com-
pletely removed. However, it reflects real-world conditions, and the model shows stable
performance during the calibration process.

External Validity: In the large-scale analysis of 153,875 submissions, ground truth
labels are not available. Therefore, the reported 20.13% AI rate should be understood as
a predicted proportion rather than an exact value. It represents code that shows strong
similarity to AI-generated patterns. To reduce potential bias, a three-class mechanism is
used, and the analysis focuses on overall trends instead of individual cases.

6.3 Future Work

Future research can extend this work in several directions. First, the dataset can be
expanded to include more programming languages, such as Python and Java, as well as
outputs from different large language models. This will help test whether the proposed
features can generalize across domains. Second, more detailed detection can be explored.
For example, identifying specific AI-generated code segments within a single submission
may provide more useful feedback for teaching. Finally, as AI tools become more common
in education, the goal of detection should shift from simple identification to understanding
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usage patterns. This may help educators design better teaching strategies and guide
students to use AI in a more appropriate way.
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A Additional Materials
In this appendix, we provide full code examples for the Josephus Problem implementation,
contrasting the structured approach of AI-generated code with the commented style of
human-written code.

A.1 AI-generated Code Sample

The following implementation was generated by AI. It demonstrates a logical but concise
structure.

1 #include <stdio.h>
2 int main()
3 {
4 int n, k;
5 scanf("%d %d", &n, &k);
6 int initial[n];
7 int joseph[n];
8 int i=0, j=0, ind=0;
9 while (i<n)

10 {
11 initial[i]=i+1;
12 i++;
13 }
14 i=0;
15 while (i<n)
16 {
17 j=0;
18 while (j<k)
19 {
20 if (ind==n-1)
21 {
22 ind=-1;
23 }
24 ind++;
25 if(initial[ind]!=0)
26 {
27 j++;
28 }
29 }
30 initial[ind]=0;
31 joseph[ind]=i+1;
32

33 i++;
34 }
35 i=1;
36 while (i<n)
37 {
38 printf("%d ",joseph[i]);
39 i++;
40 }
41 printf("%d ",joseph[0]);
42 return 0;
43

44
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45

46 }

A.2 Human-written Code Sample

The following implementation is from a real student submission. It includes extensive
German comments and a different iteration logic.

1 #include <stdio.h>
2

3 /*
4 Das Josephus-Problem kann hier auf Wikipedia nachgelesen werden.
5

6 Die Josephus-Permutation der Zahlen 1,...,n für eine Schrittweite k ist die
Permutation,↪→

7 die nach folgendem Schema berechnet wird:
8

9 Stellen Sie sich die Zahlen aufsteigend in einem Kreis angeordnet vor.
10 D.h. man beginnt bei 1 zu zählen und wenn man bei n angekommen ist macht man wieder

vorne bei 1 weiter.↪→

11 Das ist die ursprüngliche Permutation.
12 Man beginnt vom Anfang k Schritte zu gehen und entfernt das gefundene Element.
13 In der entstehenden Josephus-Permutation wird an dem Index, wo in der ursprünglichen

Permutation das Element stand,↪→

14 die aktuelle Rundenzahl eingetragen.
15 Die Rundenzahl ist die Anzahl der bereits entfernten Elemente.
16 Von dem zu letzt entfernten Element aus geht man wieder k Schritte.
17 Bereits entfernte Elemente sollen bei den Schritten nicht mitgezählt werden.
18 Man geht solange durch den Kreis bis jedes Element der ursprünglichen Liste entfernt

wurde.↪→

19 Beispiel
20

21 Für n = 4 und k = 3 sieht die Entstehung der Josephus Permutation so aus:
22

23 Init 1 2 3 4 Rundenzahl
24 [1 2 3 4] [1 2 x 4] [1 x 4] [1 x] [x ] ursprüngliche Permutation
25 [ ] [ 1 ] [ 2 1 ] [ 2 1 3] [4 2 1 3] Josephus-Permutation
26 Schreiben Sie eine Programm, das zwei Zahlen n > 0 und k > 0 einliest und daraus die
27 Josephus Permutation für die Zahlen 1,...,n mit einer Schrittweite k ausgibt.*/
28

29 int main(){
30 //get input
31 int n, k, j=0, r=1;
32 scanf("%d%d", &n, &k);
33

34 //build arrays
35 int init[n], res[n];
36 for(int i=0; i<n; i++){init[i]=i+1;res[i]=0;}
37

38 //iterate over array
39 while(r<=n){
40

41 for(int i=0; i<n; i++){
42 if(init[i]!=-1){j++;} //increase count j only if element at i isn't

removed (flag -1)↪→

43 if(j==k){ //k-th element reached
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44 init[i] = -1; //flag for removed element
45 res[i] = r;
46 r++; //increase number of rounds
47 j = 0; //set iter var to 0
48 }
49 }
50

51 /*
52 printf("r:%d\n", r);
53 printf("init:");
54 for(int i=0; i<n; i++){printf("%d ",init[i]);}
55 printf("\n");
56 printf("res: ");
57 for(int i=0; i<n; i++){printf("%d ",res[i]);}
58 printf("\n");
59 */
60 }
61

62 //output result
63 for(int i=0; i<n; i++){
64 printf("%d ", res[i]);
65 }
66

67 return 0;
68

69 }
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